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Background
n What is Session Replay Service?

qCapture a visitor's journey on a web site.
qImproving user experience and identifying 

obstacle in browsing sites. 



Visitor's journey 
n Journey = history of events

qMouse movements
qRegarded as personally identifiable 

information (pii). 
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Sensitive information
n Keystrokes

qUser event captured in session
qMay contain passwords
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Privacy Regulation
n Act on protection of personal information 

(APPI), Japan, 
qArticle 15: business shall specify the purpose

of utilizing the personal information as 
explicitly as possible.
» Privacy policy

qArticle 16: business shall not handle personal 
information without obtaining in advance a 
principal’s consent. 
» User consent.

n GDPR and CPPA



Privacy Breach?
n A website

qCaptures keystroke without exposing session-
replay service in the privacy policy

n Keystroke
qSensitive information can be used as 

user authentication
n Violation of the privacy act 

q It could be considered as 
privacy breach and should 
notify incident. 



Hidden Tracking
n 56 websites (19%)

qTracks your journey without your consent
qNo specifying session-replay in their 

privacy policy

A website using session-replay The privacy policy 



Challenges
n How to detect session-replay service 

used in websites?
n How to investigate inconsistency of the 

privacy policy and their deployment of 
session replay?



Related Works
n Gunes [2]

qOpenWPM based investigation of third-
party script in 50,000 websites. 

qSecurity credentials stored in a DOM. 
n Xiufen [3]

qDetected 690 sites having session-replay 
service out of 19,483 hospital websites.



Questions
n How common websites do set up session-

replay service?
n How frequent are privacy policies explicitly 

for specifying a use of session-replay?
n Which section of business are the most 

explicit for disclosing use of session-replay 
service?



Our methodologies
n 1. Detection

qPublicWWW, a search engine for HTML 
source codes, is used to detect top-15 
service URLs from top 11,523 websites
in Japan. 

n 2. Policy survey
qManual investigation of 197 sampled

websites chosen from each of TOPIX-17 
(major business sectors in Japan). 



Result 1: deployments
Srvice N
Microsoft Clarity 702
Hotjar 89
Mouseflow 68
Yandex 4
ContentSquare 20
CrazyEgg 40
Dynatrace 2
foresee 1
fullstory 6
glassbox 2
inspectlet 0
logrocket 0
luckyorange 7
Smartlook 2
Total 943

Total of 943 
websites deployed 
session-replay 
service.
It accounts for 

8.2% of 11,523 
major websites in 
Japan.



Result 2: Business sectors
ICT: 346/943 

(37%)
Wholesale: 
192/943 

(20%)



Results 3: Policy coverages
Serivice N Service 

name
Objectives Neither

Microsoft Clarity 50 12 35 3

Hotjar 50 6 41 3

Mouseflow 50 2 29 19

CrazyEgg 50 10 31 9

ContentSquare 26 2 22 3

Luckyorange 20 0 14 6

fullstory 6 1 2 1

Yandex 15 1 10 4

Dynatrace 8 0 8 0

glassbox 4 2 1 0

Smartlook 14 0 7 7

Foresee 2 0 2 0

Inspectlet 3 0 3 0

logrocket 2 1 0 1

total 300 37 207 56

12.3% 
37 websites specify 
both session-replay 
service name and 
objectives of session 
information.

18.7%
57 websites do not 
disclose about session-
replay at all.



Detected websites

15

Yomiuri Newspaper
https://www.yomiuri.co.jp/

Toranoana
(Doujinshi sites)

https://www.toranoana.jp/

✓ XExplicitly specifies 
the session-replay 
service in policy

Hidden tracking
without user 
consent



Google Analytics
n Comparison with session replay service

q116 websites specify the deployment of 
Google Analytics in their privacy policies. 

qHigher fraction than that of session-replay.

Session replay service Google Analytics
deploy 300 277
disclosure

37 (12.3%) 116 (41.6%)



Discussion
n Why so many sites fail to specify 

session-replay service?
qMany business operators did not notice 

that user events are regarded as pii. 
qMost users do not read a privacy policy 

carefully and do not know at all. 
qThe privacy commissioners may not notice 

that it can violate the regulation.  



Mitigation
n 1. Service providers should disclose the list of 

acquired personally identifiable information from 
the web site in their privacy policy explicitly.

n 2. Service providers should obtain visitor’s consent 
for acquirement of session related information 
including mouse movements and keystrokes.

n 3. Users should notice the privacy policy statement 
before they visit web sites.

n 4. Users should avoid unnecessary providing 
personally unidentifiable information through web 
site



Conclusions
n We have studied the current risk of 

session-replay service for violating privacy 
regulations via capturing visitor’s mouse-
movement and keystroke without obtaining 
consent.

n Our analysis find that 981 (8.51%) 
websites deploying session-replay without 
specifying their policy.

n We plan to investigate international 
statistics related to session replay.  




