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Heuristics for Detecting Botnet Coordinated Attacks
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This paper studies the analysis on the CCC DataSet 2009 consisting of con-
nection data observed by 94 decoy computers, called “honeypot”, for clarifying
behavior of downloads of the malware and the port-scans. Based on the analy-
sis, it is found that several malicious servers often coordinate to attack a single
target hosts by sending some kinds of malware. The behavior, particularly
observed in botnet, is defined as a coordinated attack. The paper proposes
heuristic techniques for detection of the coordinated attack and reports the
accuracy of the proposed heuristics.
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Table 1 List of MWs observed for two days.

MW O ooo UH O DL O goooo ooooo
PE_VIRUT.AV PE1 8 91 18 TCP
PE_BOBAX. AK PE2 1 4 4 TCP
PE_VIRUT.AT PE3 1 1 TCP
BKDR_POEBOT . GN BK1 1 30 TCP
BKDR_MYBOT . AH BK2 1 1 6 UDP
BKDR_RBOT. ASA BK3 4 UDP
TROJ_AGENT.ARWZ TR1 1 6 TCP
TROJ_BUZUS. AGB TR2 1 24 TCP
WORM_ALLAPLE. IK WO1 1 1 TCP
WORM_POEBOT . AX WO2 1 1 TCP
WORM_SWTYMLAI.CD WO3 1 27 TCP
WORM_AUTORUN . CZU WO4 1 TCP
WORM_IRCBOT.CHZ WO5 1 1 TCP
UNKNOWN UK 1 TCP

*x2 CCC DATASet 00 0000000000000 DOO00OO00DO0O00O00DO0O00DOWindows XP OOO
000000 NTPOOOOODOOOOO NTPOOOOOOOOOOOOOOOOOOOODOOOOOOOO
ooo
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Table 2 Attack patterns for each single MW.

MW 00000s40 | DOOOOr20 | DoS SMTP O
PE_VIRUT.AV 18 1 0 0 91
PE_BOBAX.AK 4 0 3 3 4

BKDR_POEBOT . GN 6 0 0 0 30
WORM_SWTYMLAI.CD 24 1 3 3 27
TROJ_BUZUS.AGB 24 1 0 0 24
03 0Ooooooooooo
Table 3 List of characteristics used to classify.
ooo oo
ooo slot | OOOO ID(O,...,145)
Pr, Po 000000000000 [pkt]
oooo MZ “MZ”
goooo PE “PE”
DOS “IThis program cannot be run in DOS mode.”
win “IWindows Program”
N,J | “NICK” 00 “JOIN”
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DL ooooo
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Table 4 Characteristic values for slot (snipped).

oooo Py Po MZ PE DOS NOJ | iplOip2 ST (s4) oo MW oooooo
0 276 17,774 9 13 3 1 1 1 PE1OTR20WO3 1
1 61 352 0 4 0 0
2 7,488 178,491 10 16 3 1 ip2 X 1 1 1 Wwo1O PE10 TR20 WO3 1
3 350 240,148 12 10 4 1 ip2 X 1 1 1 PE1O0TR20WO30 PE1 1
4 2 55 0 0 0 0
5 5 59 0 0 0 0
14 354 135,725 9 10 3 1 ipl X 3 1 1 BK1O0TR20WO3 2
55 822 179,581 21 16 7 1 ipl X 2 1 1 BK1OWO3OTR20BK1 x 4 2
46 379 791 0 0 0 1 BK?2
83 571 74,286 15 15 5 1 1 1 PE1 x 20 TR2O0WO3 1
139 450 96,211 13 18 3 1 ip2 X 1 1 1 PE20WO40 WO3 3
140 691 101,877 21 24 5 1 ip2 X 1 1 1 PE20WO40 WO3 3
total | 44,452 3,038,276 691 966 219 60 33 28 58 200
ave | 306.57 | 20,953.63 | 4.77 | 6.66 1.51 0.41 0.23 0.19 0.4 1.38
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Table 5 List of rules for feature of coordinated attacks.

NO. | 000 0oooooo
Rule 1 | PELVIRUT.AV 000000000000 WORM_SWIYMLAI.CD O
TROJ_BUZUS.AGB 00000000000 O0O0O0O 01
Rule 2 | WORM_SWTYMLAI.CD O TROJ_BUZUS.AGB 0000000000 JOINOOOO 01
Rule 3 | WORM_SWTYMLAI.CD O TROJ_BUZUS.AGB O DL OOO0OO0OOODO 0 608
Rule 4 | PEVIRUT.AVO 50000000000 o6
Rule 5 | WORM_SWTYMLAI.CD O TROJ_BUZUS.AGB O00DO00D0 800000 06
Rule 6 | 00000000000000000 PEVIRUT.AVO DLOOOOD 102000000000/( 09
Rule 7 | IRCO “JOIN” 000000000 50000000000000000 o3
Rule 8 | 00000000001000 25600000000000000000000 o2
Rule9 | 000 “MZ” 00 “PE” 000000 TCPOOOODOOOOO 0 4
Rule 10 | UDP O win 00000000000 TFTP 00000000000 00
O00O0000IRCO JOINODOOOODOOOOO0O0OO0000000 00000000000 0OWORM_SWTYMLAI.CD 0 TROJ_BUZUS.AGB O DLOOODO IP O
ATy =t —ty O00000000000000000000Rule3m™O00000OOPE_VIRUT.AVO 5
ATy =tq —t2 OOoOOOO0OO0OO0OD0OD0OO0DODORule 40010 TROJ_BUZUS . AGB 0 WORM_SWTYMLAI.CD O 80 0O
oooooo 0000 Rule 511
00000000000 6 0000OPE_VIRUT.AVOODOOOOOOOODLOOOO IP MwWOOOOOO0OOOO0O00 50000000 70000030000000000

0o0oooooog Vol 51 No. 9 1600-1609 (Sep. 2010) (© 2010 Information Processing Society of Japan



1604 0O0O0OO0OOOOOOOCOOOOOOCOOOOOOOO

07 0D0O0OOoOoOoOoOoOoooooo
Table 7 All patterns of coordinated attacks and statistics.

0oooo 0ooo ID 000000 | ATy 00 | 0000 | oooo ooo
00 1 | PE1 -~ TR2O0WO3 | 002030 160 290 300 500 600 630 690 17 127.24 158.75 | s4 135
700 710 830 940 1000 1300 132
00 2 | BK1 -~ TR2OWO3 | 140550 560 1240 1250 126 6 176.4 147.36 | s4 135
00 3 | PE2 - WO40 WO3 | 1390 1400 141 3 253.25 176.25 | s40DOSOSMTP | 135
4 | wo1 2 1 r3 1390 445
(Source) 06 0DDDDDODOD 10000
Table 6 Connections of coordinated attack pattern #1.
o boLPE oooo oo stcIP | dstPort | MW O
AT DL:TORJ 0 | 0:02:11 124.86.A1.B1 47,556 | PE_VIRUT.AV
Sz — 0 | 0:03:48 67.215.C1.D1 80 | TROJ_BUZUS.AGB
DL:WORM 0 | 0:03:48 72.10.E1.F1 80 | WORM_SWTYMLAI.CD
S3 EE——
2 | 0:36:46 124.86.A2.B2 33,258 | PE_VIRUT.AV
2 | 0:36:52 72.10.E1.F1 80 | WORM_SWTYMLAI.CD
. 2 | 0:36:52 67.215.C1.D1 80 | TROJ_BUZUS.AGB
o000 d NS SQnnection/dst] | o 3 | 0:46:56 | 124.86.A2.B2 | 33,258 | PE_VIRUT.AV
Portscan/dst2 3 | 0:48:52 67.215.C1.D1 80 | TROJ_BUZUS.AGB
NICK JOIN prmmnmenn 3 | 0:48:52 72.10.E1.F1 80 | WORM_SWTYMLAI.CD
‘ AT2 16 | 5:17:25 | 114.145.A3.B3 15,224 | PE_VIRUT.AV
16 | 5:18:37 67.215.C1.D1 80 | TROJ_BUZUS.AGB
. 16 5:18:38 72.10.E1.F1 80 WORM_SWTYMLAI.CD
Time

to t1 t2 t3 t4
01 00000000000o00o0oD

Fig.1 Time-line chart of connection in typical coordinated attacks.
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Table 8 Unique DL servers for each MW.

MW 0O o000 bLoooo

PE_VIRUT.AV 10
TROJ_BUZUS. AGB 1
WORM_SWTYMILAI.CD 1

00000000 pCOO00O0OO0OOOOOOO IPOOOOOOOOOOO300IPO
00000 10200000000000000Rule60O0O0ODODOOOOOOO0OO
OIpPO00OO0OOO304000000000000000000IPODOOODDO1I0O0OO
goboooooooo

2000000 10000o0oooocooocboooooooooobooooooobo
000000000000 000000O0000O0oUOOOOUeOsjooODOOO
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Table 9 IP addresses of DL servers, honeypots and target networks.

slot DLOOO oooooo ooooooo
0 124.86.C1.D1 124.86.E1.F'1 124.86.E1.F1+1
2 124.86.C2.D2 124.86.E2.F2 124.86.E2.F2 + 1
3 124.86.C2.D2 124.86.E2.F2 124.86.E2.F2 + 1

16 114.145.C3.D3 114.145.E3.F3 114.145.E3.F3 + 1
29 114.164.C4.D4 114.164.E4.F4 114.164.E4.F4 + 1
O A.B.C.D A.B.E.F A.B.E.F+1

Inbound [packets]

. . L .
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time [s]

250 -

200 -

150
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100 |-
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0 L L L
0 200 400 600 800 1000 1200
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02 0000000o0o0oo0coooooobooo
Fig.2 Number of inbound/outbound packets per second in time slot.
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Fig.3 Distribution of time difference between begining of measure “JOIN” and of port-scan AT5.
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Fig.4 Decision tree classifying arbitrary infections (including coordinated attacks).

010 O000O0OOOOOODOobDOobOOobOoboobooo
Table 10 Accuracy of decision tree to detect infection (including coordinated attack).

0o \N0ODOoOo oooo oooo total slot
oo oooo 58 0 58
ooo goooo 0 87 87
oo gooo 6 0 6
ooo gooo 0 14 14
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050000040000000000000000000001 (49/0)0000000
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Fig.5 Decision tree to detect arbtrary infections generated by C4.5.
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Table 11 Relationship between Heuristics score and coordinated attacks (snipped).

011 0O00000O0O00000O0O0O0000000O0O00

oooo Rule ooo
i 1 2 3 4 5 6 7 8 9 S; | oooo
0 1 1 1 1 1 1 1 1 1 9 1
1 0 0 0 0 0 0 0 0 0 0 0
2 1 1 1 1 1 1 1 1 1 9 1
3 1 1 1 1 1 1 1 1 1 9 1
14 0 1 1 0 1 0 1 1 1 6 1
15 0 0 0 0 0 0 0 0 1 1 0
139 0 0 0 0 0 0 1 1 1 3 1
total | 17 24 24 17 24 17 28 28 56 170 28
T T T T T N T T T
coordinated attack +
10 ¢ not coordinated attack ~ x 1
+H + + + ++ + + o+ ++
8 L 4
[0)
—_
o
$ 6 + +ox - B
1))
e
g 4l ]
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T
2 L 4
XK 2 R OX X XK XXX X X X X X XXX X
O* X OB R BRI MK K WK RO BRI DOBIOK MR HROBBIRIR XK BOK 3K -
1 1 1 1 1 1 1 1
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Fig.6 Distribution of heuristics scores.
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Table 12 Accuracy of heuristics to detect coordinated attacks.

oo \Noooo ooooooo gooooooooo FP FN
oo gooo 26 0
ooo goooooo 2 119 2/28 0/117
oo gooo 2 0
ooo ooooooo 1 7 1/3 0/7

0 13 Rule00OO0OOOOOODODO
Table 13 Freaquency and ratio of satisfication for each rule.

000 | 0000 [0000] | 0000 [0o000](%)
Rule 1 17/145 17/38 (45%)
Rule 2 17/145 17/27 (89%)
Rule 3 22/145 22/27 (81%)
Rule 4 17/145 17/17 (100%)
Rule 5 17/145 17/17 (100%)
Rule 6 17/145 17/17 (100%)
Rule 7 28/145 28,/28 (100%)
Rule 8 28/145 26/28 (93%)
Rule 9 55/145 55/63 (87%)

Rule 10 6/145 6/6 (100%)

O013000000000Rule1 0 14500000 17000000CCCCOOOOOOMO
00000 PELVIRUT.AVOOODOOOOOO 38000000WORMO TROJOOO
ocoobOO0ooooowooooooooooDbOobo0o0ows00000 80000oo0o
gobodooboooboooobooobo2eb00b0oObobo00oboboOonoon
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