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Heuristics for Detecting Malware Attacks

Abstract: This paper studies the analysis on the CCC DataSet 2009 consisting of connection data observed

by 94 decoy computers, called “honeypot”, for clarifying behavior of downloads of the malware and the port-

scans(] Based on the analysisO it is found that several malicious servers often coordinate to attack a single

target hosts by sending some kinds of malware. The behavior, particularly observed in botnet, is defined

as a coordinated attack. The paper proposes heuristic techniques for detection of the coordinated attack

and reports the accuracy of the proposed heuristicsd And also this paper analyzes the D3M 2010 Dataset,

captured packets used in, Drive-by-Download attack, in order to investigate features on the communications

and the trasmition of states. Based on the analysis of the observed behavior of all data, we propose a method

for classification of attacks with sequence of path used by the attacks.
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