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The study of CAPTCHA using artificial synthesis sentences.

Abstract: Artificially synthesized sentences are used for malicious purposes such as unsolicited commercial

junk submission to Web site. We study a problem to distinguish between natural and synthesized messages

generated in Markov chains and show experimental results. Based on the difficulties of the problem, we

consider a new application to CAPTCHA, a type of challenge-response test used in computing to ensure

that the response is not generated by a computer.
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Table 1: 00 2N =100000000 P = (Y|X)

oooo\OoOoo |Y=H |Y=S
X=H 0.91 0.09
X=S5 0.27 0.73
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Table 2. 00 000000D00000DOOOOO

oooo\OO | @w | w
X=H 0.6 | 0.0
X=5 04| 1.0
Table 3: 0000000000 P=(Y|X)
oooo\oooo Y=H|Y=S
X=H 0.564 | 0.436
X=5 0.436 | 0.564
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Table 4: 00 3:000000000000000

Language | n=1| n=2 | n=3 | Natural
Japanese | 0.87 0.47 0.20 0.90
English 1.0 0.8 0.6 0.7
Chinese 1.0 0.8 0.5 0.7
Thai 1.0 1.0 0.8 0.6
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