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Mining Association rules consisting of Download Servers from

Distributed Honeypot Observation

Masayuki Ohruif Hiroaki Kikuchit Masato Teradaff
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Abstract This paper aims to find interested association rules, known as data mining technique, out of the
dataset of downloading logs by focusing on the coordinated activity between downloading servers for malware.
The result of the analysis shows the association rules of the relation among the downloading servers and that of
the malwares.
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0:02:11 124.86.%** 111 47556 TCP PE_VIRUT.AV
0:03:48 67.215.%.206 80 TCP TROJ_BUZUS. AGB
0:03:48 72.10.¥**.195 80 TCP WORM_SWTYMLAI.CD
0:36:46 124.86.%*.109 33258 TCP PE_VIRUT.AV
0:36:52 72.10.¥**.195 80 TCP WORM_SWTYMLAI.CD
0:36:52 67.215.%.206 80 TCP TROJ_BUZUS . AGB
0:46:56 124.86.%*.109 33258 TCP PE_VIRUT.AV
0:48:52 67.215.%.206 80 TCP TROJ_BUZUS . AGB
0:48:52 72.10.¥%*.195 80 TCP WORM_SWTYMLAI.CD
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TOP2 72.10.%%*.195 399562 8324.2 48 92
TOP3 85.114.%%* 2 33283 1147.7 29 82
TOP4 85.114.%*%* 207 32202 870.3 37 78
TOP5 67.215.%.206 26780 3825.7 7 59
TOP6 211.95.%*.6 19641 198.4 99 85
TOP7 72.10.%%*.26 14951 287.5 52 82
TOPS 92.48.%*.63 11699 117.0 100 69
TOP9 67.18.%*%* 250 10060 76.8 131 68
TOP10 72.8.%%% 164 5099 127.5 40 81
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6 PE_VIRUT.AV WORM_SWTYMLAI.CD = TROJ_BUZUS . AGB 29.3 100
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1 114.145.*¥*166 =  122.18.%**123 12.1 85.7 PE = PE
2 122.18.%*%*123 = 114.145.%*%.166 15.5 66.7 PE = PE
3 67.215.%.206 = 72.10.¥**.195 46.6 100 TROJ = WORM | TOP5 = TOP2
4 72.10.¥%%195 = 67.215.%.206 46.6 100 WORM = TROJ | TOP2 = TOP5
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08 1000000000 PEOTROJOWORM

goooooo

O PE | TROJ | WORM
2008/05 31 0 0
2008,/06 76 0 0
2008/07 | 111 0 0
2008/08 5 0 0
2008,/09 8 0 0
2008/10 44 0 0
2008/11 27 0 0
2008/12 35 0 0
2009/01 | 135 0 0
2009/02 | 125 0 226
2009/03 79 53 74
2009/04 30 0 0

OO0000000OPE_VIRUT.AV, TROJ_BUZUS. AGB,
WORM_SWTYMLAI.CDOUOODOOOOOOO
oobooobOodgTrROJO worRMOOODOOOO
uobooboobooboooooooooon
ooooboOooooooobooooooooooo
oooooooooooooooooooooooon
ooDoO0o00oOobpLO0oooooobOo0ooooo
0000000 DLOOOOODODOO PE_VIRUT.AV
obooobOoobooboo4100420000000
MwOOOOoODOoOooOoooooooIipooooo
gbobooboboooobooboooog
HoneyO03 0O 0O 00400000000DCOOO
ooboooboooobooobbooboboboobooooon
oobooopbooooooooooooooooo
bobooboboooooboooobooooono

0d

uoboobooooooobobooboobooo
ooboooboooooobooboooobooooon

" BKDR_VANBOT.HI => BKDR_SDBOT.BU —— |
BKDR_POEBOT AHP => TROJ QHOST WT -
TSPY_KGLABC.CH => WORM_SWTYMLAI.CD -~

Number of Slots [Slots/Day]

1 1 HE| 1 |
Dec-08 Jan-09 Feb-09 Mar-09 Apr-09 May-09

Date [Day]

0 L
Oct-08 Nov-08

031000 UNKNOWNDOOOOOOO 300
ooooooooo

gboboooobooboobooboobogooon
ooog

goon

1) D0D0DO0O0“00000000000000000O0
goooooooooooroooobobobooobobob
0000000000 20090 MWS20090, 20090 O
goooo

2 00000“C00000000D0D00O0O0O0O00
goooooooOooooooboOooooOOoooord
gooboobooooooooooooooo 2009
0 MWS20090 , 200900 0 O OO OO

[3] Agrawal ROImielinski TOSwami ANO “Mining As-
sociation Rules between Sets of Items in Large
Databases” 0 Proceedings of ACM SIGMOD-93,
pp- 207-216, 19930

[4] Christian Borgeltd Apriori - Association Rule In-
duction[
http://www.borgelt.net /apriori.html

[ DO0ODO0U0“O000U0LO0OLO0OLDOUOOOOUD
oooOor’ooooo0o0oooboOoooO0O0ooobonoo
0 20080 MWS200800 20080



