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Objective
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We aim to get recommended items from the entire datasets.

Privacy Preserving Recommendation
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Two Approaches in Partitioning
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What is Collaborative Filtering?

0.9 Collaborative Filtering allows us to

4 0 2 estimate any rating values based on

5 2 0 4 the similarities between users.
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Naive Collaborative Filtering (CF)
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Compare of complexity
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Quasi-homomorphic similarity
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Proposed algorithms

> Algorithm 1: Basic scheme
> Algorithm 2: Pre-computation

~ Algorithm 3: k-Nearest neighbor




Algorithm 1. Basic Scheme
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Problem: Performance

computation costs processing time [ms]
Elm n-1 168
Elmq] - Elmgy n-1 0.102
Elmq]™? n-1 0.093
overall approximation time(n=943) 158 [S]

The exponents are limited within relatively small numbers in CF and hence the processing
time is extremely smaller than that of an ordinary modular exponentiations with exponent
chosen from full domain.



Algorithm 2. Pre-computation

> Prepare ciphertexts of rating in advance.

R' = {E[1], E[2], E[3], E[4], E[5]}

> Prepare ¢ ciphertexts of zero( E'|0]; # E|0];.)
Z ={FE|0]1,...,E[0];}

» Generate a new ciphertext from 2

Elr|" = E|r| - E|0]




Algorithm 3. k-Nearest Neighbor

» We restrict users within the k nearest users.

» Example) k = 2
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1. Computation time.
2. Comparison of similarities.
3. Accuracy of prediction.

> Intel Core 2 Duo 2.26GHz, 4GB, Java version 1.6.
» Dataset: MovielLens Data set

> ratings: 100,000
»users: 943
> items: 1,628



1. Processing Time
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3. Accuracy (MAE)
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Conclusions

> We have proposed a new private CF protocol from vertically
partitioned datasets using the quasi-homomorphic

similarity.

> This table gives the summary of our proposed schemes. All of three schemes are excellent
performance in terms of communication and computation costs, though prediction
accuracies are fair. We conclude that the best scheme is the combination of the Pre-

computation and the nearest neighbor scheme.

Computation cost Communication cost EAccuracy

Naive

Alg. 1: Basic scheme

Alg. 2: Pre-computation
Alg. 3: -Nearest neighbor

High High Good

Low Low Fair
Excellent Low Fair
Excellent Excellent Fair

> Qur future studies include the optimal similarity and the
treatment of missing values.






Histogram of difference between the two similarities.
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Extended CF equation

B dropped some eletmets
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Paillier encryption

| equation of encrypt

Em]

= ¢™r" (mod n?)

a additive homomorphic property
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Fundamental operations

E|mq] Elm1] - Elms] E[ml]m2
Alg. 1: Basic scheme n-1 n-1 n-1
Alg. 2: Pre-computation 0 2(k-1) n-1
Alg. 3:k-Nearest neighbor k-1 k-1 k-1
Alg. 2 with Alg. 3 0 2(k-1) k-1




Basic algorithm

> Organizations A and B
> B wish to predict rating values
~ Step 1 : B sends target ID and ciphertexts to A.

> Step 2 : A and B compute similarities between
users and locally predict rating.

> Step 3 : A sends the prediction of rating to B.

» Step 4 : B decrypts the ciphertext and
aggregates A and B ratings.
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