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What is ''good'' password?

• A good password is composed of common 
words that are easy to type in

• A good password is an extraordinary phrase 
that is hardly ever used

• These two requirements conflict with each other
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"book and apple" "Wingerdium Leviosa"
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Existing study

• [1]Nishizaka et al.''PIN authentication using 
Japanese password over cellular phone'', IPSJ 
Tech Report, 2010.

• Automatic password generation based on 
input method T9

• Generated password is not always easy for 
humans to remember
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Our Objective

• We propose a new synthesis method for good 
passwords that satisfy both requirements for 
good password
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Our Approach
• Hypothesis

• If each of two words w1 and w2 has a high term 
frequency then the combination is not quite 
common

• Thus, the combined words gives strong 
impression

5

w1 frequency

revolution 39 million

w2 frequency

Granma 6.5 million

Combined word frequency
revolution Granma 1
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Our Contributions

1. New measure to evaluate degree of 
impression

2. New password synthesis scheme

3. Empirical study based on Google N-gram as 
a corpus
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Formal Definitions

• Conflict C

• C represents a degree how much reduction in 
frequency is given by combination of two words.

• Impression I

• I is a measure based on subjective evaluation for 
words.

• Accuracy A (in remembrance)

• A indicates how accurate subject can remember a 
given synthesized words for long term.
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Conflict C

• W1, W2, S : Frequency of w1, w2, Synthesized 
word

• Frequency of word is defined in a set of web 
pages crawled by the search engine
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Cx = − 1
10

log
S + 1

W1 + W2

• Definition 2.1

• A conflict of composition w1w2 is

Cx = − 1
10

log
1 + 1

39, 700, 000 + 6, 500, 000
= 0.736

2013年2月8日金曜日



2012/08/09 The 7th Asia Joint Conference on Information Security (AsiaJCIS2012)

Example of conflict C

9

password W1 W2 S C

privacy 
festival 1.39×107 1.17×107 2 0.773

revolution 
Granma 3.97×107 6.5×106 1 0.736

eventually 
fill-in 1.69×107 3.74×107 6,630 0.391

first 
thought 1.5×108 1.69×108 54,300 0.377
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Impression I
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• Ix,j is a degree subjective impression of j-th 
test subject on word x

•    is average of all rating values evaluated by   
j-th subject

• The rating value range from 1(low) to 5(high)

Ix =
1
n

n�

j=1

Ix,j − Īj

• Definition : impression for word x is

Īj
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Example of Impression I
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password subject1 subject2 subject3 Impression

privacy 
festival 5 5 3 2.05

revolution 
Granma 5 4 3 1.83

eventually 
fill-in 1 4 2 -0.28

first 
thought 1 2 2 -0.06

3 3.75 2.5Īj
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Accuracy A
• Definition 3.1

• Accuracy of word x for short-term memory 
defined

12

Ax =
1
3n

�

j

aj,x

2012年度 2011年 9月 20日

プライバシーを保護した疫学調査プロトコル
1BDRM015 佐藤智貴　指導教員 菊池浩明 教授

1 はじめに
放射線事業従事者に対する低線量域での放射線の健康へ
の影響を調査することが重要となってきている，(財)放射
線影響協会は 1990年度から原子力発電施設等の放射線業務
従事者を対象とした疫学的調査を実施しており，“原子力発
電施設等放射線業務従事者等に係る疫学調査”[1]で調査報告
を行っている．
この調査報告によると，低線量域での健康への影響は，中
央登録センターの持つ放射線事業従事者リストと，厚生労
働省の持つ国民の死因リストを照合することで求められる．
しかし，各リストは各組織で個別に管理されており，プライ
バシーの問題で互いに照合することは難しい．
追跡調査される被験者の同意も必要であり，プライバシー
保護を理由に長期の追跡を断ることも少なくない．現状の
調査では，死亡したデータから比較調査をしているが，その
前に様々な悪性新生物への発病や転移の状況も分からない．
そこで本研究では，まずこの調査報告について検討を行い，
疫学調査におけるプライバシーの課題を挙げて，要求条件を
明らかにする．
この疫学調査の問題に対して，暗号プロトコルの適用を提
案する．暗号技術により，被験者のプライバシーを守って，
より頻度の高い，様々な要因との相互作用を考慮した，精度
の高い疫学調査の実現を試みる．本研究では，過程に応じ
て 2種類の問題設定を行い，それぞれに適したプロトコル
を提案する．前者は，Agrawalらの提案したAES(Agrawal-
Evfimievski-Srikant)03プロトコル [4]を用いることで，デー
タを秘匿したまま 2つのリストを照合する．また，文献 [1]
で行われている，内部比較と外部比較の調査結果に基づい
て，提案方式の実現可能性を評価する．この評価の為に，提
案方式を Javaを用いて試験実装した．その性能に基づいた
実現可能性評価の結果について報告する．

aj =






3 if first try is correct
2 if second try is correct
1 if third try is correct
0 if all tries are failures

(1)
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Example of Accuracy A
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password Subject1 Subject2 Subject3 Subject4 A

privacy 
festival 1 3 3 3 83.3%

revolution 
Granma 3 3 3 3 100%

eventually 
fill-in 0 3 3 0 50%

first   
thought 2 3 0 0 41.7%
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Proposed Scheme

• Input : corpus

1. choose top 10,000 words in frequency from 
corpus(dataset),

2. classify the words into subsets, noun, verb, 
adjective, and adverb.

3. choose randomly two words from categories,
(adverb + noun) or (noun + noun), and then 
grade pairs in conflict C.

• Output : synthesized passwords
14
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Google N-gram
• A Japanese dataset extracted from web 

pages collected via a crawler

• It contains many words thats are very 
commonly used in the Internet

15

word frequency

"capsule" 1,604,601
"horse" 2,967,320
"joint" 1,484,470

Example of Google N-gram
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Experiment

1. Subjective evaluation of impression I

• 18 subjects(students) evaluate passwords and 
answer impression degrees

2. Accuracy of remembrance

• 16 subjects remember 4 synthesized 
passwords for each subject

• 3 days later, they try a test to see how 
accurately they can remember 4 passwords

16
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Fig. 1 : Impression I in terms of conflict C
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Fig. 2 : Accuracy A in terms of conflict C

18

 40

 50

 60

 70

 80

 90

 100

 0.2  0.3  0.4  0.5  0.6  0.7  0.8

Ac
cu

ra
cy

Confliction

correlation coefficient : 0.431

"first thought"

2013年2月8日金曜日



2012/08/09 The 7th Asia Joint Conference on Information Security (AsiaJCIS2012)

Fig. 3 : Accuracy A in terms of impression I
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Discussion

• In order to clarify the reason of failure

20

TRUE answer reason

privacy festival private photo similar words

eventually funny
(可怪しい)

eventually susceptive
(可怪しい) homonym

first thought
(初めて)

begin thought
(はじめて)

Hiragana-Kanji
conversion
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Conclusion

• We have proposed a new way to synthesize 
good passwords that  are easy to remember

• Our experiment shows a clear positive 
correlation between conflict C and impression 
I

• The synthesized passwords perform well in 
term of accuracy A in memory
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